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The expansion of social networks over the past decade has transformed the
structure of criminality and victimization in cyberspace, confronting offences
against reputation with new dimensions and manifestations. Conducts that were
previously analyzed in Iranian criminal law primarily under traditional
categories such as insult, defamation, dissemination of false information, satire,
and false accusation have, within the digital environment, acquired greater
intensity and complexity due to novel dissemination capacities, the continuous
reproducibility of content, user anonymity, and the erosion of geographical
boundaries, resulting in more severe consequences for individuals’ reputation
and dignity.

Adopting a descriptive—analytical approach based on documentary research,
this study seeks to clarify how the technological and structural features of social
networks contribute to the emergence of new forms of reputational harm and
to assess the extent to which Iran’s existing legal framework is capable of
responding in terms of defining criminal manifestations, allocating liability,
enabling the collection and admissibility of digital evidence, and ensuring
compensation and restoration of reputation. An analysis of the relevant
legislation indicates that the current legal framework, including the Islamic
Penal Code and the Computer Crimes Act, suffers from conceptual, legislative,
and enforcement gaps when confronted with the emerging challenges of this
field. The findings suggest that enhancing the effectiveness of Iran’s criminal
policy requires the redesign of a coherent and up-to-date framework that is
aligned with technological developments, digital behavioral patterns, and
contemporary standards of governance at the international level.
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