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The expansion of electronic commerce and the increasing use of digital technologies,
while creating a revolution in the way contracts are concluded and executed, have
also paved the way for new and complex damages, the effective compensation of
which requires a review of the traditional principles of civil liability and the use of
modern legal standards. The present study aims to explain the principles of
compensation for damages in electronic transactions and examine the legal
mechanisms for protecting victims, using a descriptive-analytical method and based
on library resources and international documents. The findings of the study show that
the realization of compensation for damages in this area requires the validity of the
contract or the elements of civil liability, proving the occurrence of damage, and the
causal relationship between the harmful behavior and the damage caused. Also, the
scope of damages in electronic transactions is not limited to financial losses and
includes cases such as breach of contractual obligations, provision of misleading
information, disclosure of personal data, breach of system security and misuse of
smart technologies. A review of international documents, including the Declaration
of Fundamental Principles of Justice for Victims, the Budapest Convention, the
Palermo Convention, the Convention on the Use of Electronic Communications in
International Contracts and the Council of Europe Framework Convention on
Artificial Intelligence, indicates that the prevailing approach is to protect victims by
ensuring access to effective remedies for damages, strengthening transparency,
accountability and attribution of responsibility to natural or legal persons controlling
and operating smart systems. As a result, the development of electronic commerce
requires amending domestic laws, strengthening international cooperation and
establishing specialized mechanisms for full compensation for damages in the digital
environment.
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